I. Introduction
The anti-terrorism bill passed by Congress in the wake of the September 11 attacks, called the "USA Patriot Act," 1 contains a subtle but important change to federal grand jury procedure as part of an effort to bring about increased coordination between law enforcement, national security, and defense efforts. Matters occurring before federal grand juries have historically been kept secret. Disclosure of grand jury materials has been permitted only to those directly involved in the enforcement of federal criminal law or by court order under sharply limited circumstances. The Patriot Act relaxes the secrecy rules to permit, for the first time, disclosures of grand jury material without a court order for purposes unrelated to the enforcement of federal criminal law. These changes have implications not only for the interests furthered by the secrecy provisions of grand jury procedure, but also for the larger question of the appropriate role and uses of federal grand juries.
II. A Brief History of Grand Jury Authority and Secrecy
The history of grand jury secrecy and the interests underlying the secrecy rules reflect a consistent theme: grand juries are exclusively intended for use in the investigation and prosecution of crimes. Any disclosure of grand jury material for a purpose other than direct criminal law enforcement requires a court order to be issued only upon a demonstration that there is a particularized and compelling need for such disclosure. Where exceptions to the general rule of secrecy have been carved out to recognize emerging challenges to law enforcement, these exceptions have been quite limited in scope. The exceptions have also been consistent in their use of judicial supervision to insure that disclosures are limited to circumstances that present a specific need that outweighs the need for secrecy.
The grand jury wields enormous investigative power. Grand jury secrecy is critical to the grand jury's investigative effectiveness, but secrecy also serves to minimize the harm that may be caused by grand jury investigations. Grand jury secrecy thus reflects the dual function of the grand jury, as both a shield protecting those accused of serious federal offenses, and a sword that can be wielded by the government to ferret out wrongdoing.
A. The scope of the grand jury's authority
6 See BEALE, GRAND JURY LAW, supra note 3, § 11:17. 7 For a general discussion of the requirements imposed by the Fourth Amendment, the concept of consent, and the meaning of probable cause, see WAYNE R. LAFAVE, JEROLD J. ISRAEL & NANCY J. KING, CRIMINAL PROCEDURE § § 3.3 & 3.10 (3d ed. 2000). 8 There is also an exception to the warrant requirement when exigent circumstances require an immediate search, see id. § 3.5(e), but this exception would not ordinarily be applicable when a prosecutor plans an investigation of criminal activity. More relaxed standards are also applicable in the cases of regulatory searches and inspections, see id. § 3.9, but again those standards would not ordinarily be applicable to the prosecutor planning a criminal investigation. 9 See BEALE, GRAND JURY LAW, supra note 3, § 11:17. 10 See id. § 6:3. A subpoena may, however, be quashed if it is "unreasonable or oppressive." See FED. R. CRIM. P. 17(c).
4 witness who is released at the end of the grand jury's term may be subpoenaed to appear again before subsequent grand juries, where the process may repeat itself. 6 The federal grand jury also has unparalleled access to documents and other property. Federal investigators who wish to examine real or documentary evidence must obtain either (1) consent for a search; or (2) a search warrant based upon a showing of probable cause to believe that evidence of a crime will be discovered by the search authorized by the proposed warrant.
7 Thus the owner of documents or other evidence has a right to privacy that cannot be breached, without his consent, unless the government establishes probable cause before a neutral magistrate. 8 In contrast, the grand jury can subpoena the owner of documents or other evidence to present them to the grand jury -on pain of contempt -absent a valid claim of privilege. 9 No showing of probable cause is required to sustain the grand jury's subpoena for testimony or the production of evidence. 10 To the contrary, the Supreme Court has recognized that a subpoena is constitutionally valid unless the subpoenaed party shows that there is no reasonable possibility 11 See United States v. R. Enterprises, 498 U.S. 292 (1991) . See generally BEALE, GRAND JURY LAW, supra note 3, § 6:21.
12 See BEALE, GRAND JURY LAW, supra note 3, § 7:1-7:6, 7:21. 13 See id. § 5:2. 14 See id. 15 FED. R. CRIM. P. 6(e)(2). The rule prohibits any grand juror, interpreter, stenographer, operator of a recording device, typist who transcribes recorded testimony, attorney for the government, or person to whom a disclosure is made under Rule 6(e)(3)(A)(ii) from disclosing any matters occurring before the grand jury. It does not prohibit grand jury witnesses from disclosing their own testimony.
16 FED. R. CRIM. P. 6(e)(3)(C)(iii).
5 that the category of materials the government seeks will produce information relevant to the general subject of the grand jury's investigation.
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Although the privilege against self incrimination applies in the grand jury, it does not prevent the government from compelling the cooperation of third parties. If a witness or the custodian of a document asserts a valid privilege, he may be provided with use and derivative use immunity, and then be required to comply with the subpoena to testify or produce evidence.
12
Looking at the matter from the perspective of a witness (or target), the grand jury's investigative powers are subject to few limitations, and there are far fewer procedural protections available in a grand jury investigation than in an investigation conducted by any federal police agency.
B. The rule of grand jury secrecy
Along with the broad authority of grand juries to investigate crimes, there is a longstanding tradition of grand jury secrecy dating back to at least the seventeenth century. 13 The common-law tradition of grand jury secrecy was adopted in the United States and was later codified in Federal Rule of Criminal Procedure 6(e). 14 Rule 6(e) prohibits any disclosure of "matters occurring before the grand jury." 15 Absent a court order, grand jury material may only be disclosed to "another federal grand jury," 16 "an attorney for the 17 FED. R. CRIM. P. 6(e)(3)(A)(i). This disclosure is limited to "those attorneys who conduct the criminal matters to which the materials pertain." United States v. Sells Eng'g, Inc., 463 U.S. 418, 427 (1983) .
18 FED. R. CRIM. P. 6(e)(3)(A)(ii). 19 FED. R. CRIM. P. 6(e)(3)(B).
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Id.
21 FED. R. CRIM. P. 6(e)(3)(C)(i). See BEALE, GRAND JURY LAW, supra note 3, § 5:9.
6 government for use in the performance of such attorney's duty," 17 and "such government personnel" as an attorney for the government deems necessary to assist the government attorney "in the performance of such attorney's duty to enforce federal criminal law." 18 Where grand jury matters are disclosed to government personnel, those individuals are expressly forbidden to use the grand jury material for any other purpose than assisting the government attorney to enforce the federal criminal law. 19 The government attorney must also advise the district court of the disclosure of grand jury materials and the names of the government personnel to whom the disclosures were made. by particularized findings that demonstrate a specific need for the information.
Prior to 1985, there were only two circumstances in which a district court had the authority to order disclosure of grand jury material. First, disclosure could be ordered "preliminarily to or in connection with a judicial proceeding" 21 where a party was able to make a "strong showing of particularized need" for the 22 Sells Engineering, 463 U.S. 418. See also BEALE, GRAND JURY LAW, supra note 3, § 5:10. 23 See id. at § 5:10. Although disclosures during an investigation are rarely granted, if a witness before the grand jury later testifies as a government witness at a trial, the government must disclose the witnesses' grand jury testimony to the defendant pursuant to the Jencks Act. 18 U.S.C. § 3500(b), (e)(3) (1994 The requirement that any party seeking grand jury material make an extraordinary showing of need reflects a strong commitment to the secrecy of grand jury proceedings. This requirement also reflects the federal courts' role as gate-keepers of grand jury information charged with responsibility to ensure that the interests furthered by the secrecy rules are not unduly eroded. In performing this gate-keeper function, the courts have focused on at least three distinct interests served by secrecy:
First, if preindictment proceedings were made public, many prospective witnesses would be hesitant to come forward voluntarily, knowing that those against whom they testify would be aware of that testimony. Moreover, witnesses who appeared before the grand jury would be less likely to testify fully and frankly, as they would be open to retribution as well as inducements. There also would be the risk that those about to be indicted would flee, or would try to influence individual grand jurors to vote against the indictment. Finally, by preserving the secrecy of the proceedings, we assure that persons who are accused but exonerated by the grand jury will not be held up to public ridicule.
25
For these reasons, the Supreme Court has stated that it "must always be reluctant to conclude that a breach of this secrecy has been authorized."
Id. at 432. 28 Id. The Court noted its concern that such grand jury misuse "would often be very difficult to detect and prove." Id.
29 Id. at 433. 30 Id.
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The courts have been particularly hesitant to permit disclosure of grand jury information for any purpose other than the enforcement of criminal law. In United States v. Sells Engineering, the Supreme Court interpreted Rule 6(e) to prohibit the disclosure of grand jury materials to government attorneys for their use in civil litigation without both a showing of particularized need and a court order. The Supreme
Court premised its decision in part on a recognition that permitting the fruits of the grand jury's investigation to be disclosed for purposes other than criminal prosecution poses a threat "to the integrity of the grand jury itself." 27 The Court explained that:
If prosecutors in a given case knew that their colleagues would be free to use the materials generated by the grand jury for a civil case, they might be tempted to manipulate the grand jury's powerful investigative tools to root out additional evidence useful in the civil suit, or even to start or continue a grand jury inquiry where no criminal prosecution seemed likely.
28
The Court also recognized that "use of grand jury materials by Government agencies threatens to subvert the limitations applied outside the grand jury context on the Government's power of discovery and expanded the disclosure authority of courts. This legislation authorized courts to order disclosure of grand jury matters arising out of an investigation of banking law violations to a financial institution regulatory agency upon a showing that such agency had a "substantial need" for the information. 38 The 1989 law also expanded the circle of those permitted to share grand jury materials without a court order to include government attorneys in need of the information to enforce the civil penalty provisions of the new law or in connection with any federal civil forfeiture provision. 43 Although disclosure of grand jury information would no doubt have assisted the SEC and the agencies that regulate federal health care programs, presumably this need was deemed insufficient to justify erosion of the wall of secrecy surrounding grand jury proceedings.
III. The USA Patriot Act
The Patriot Act represents a marked departure from past changes to grand jury secrecy rules. The Act permits disclosure, without court order, to a long list of federal agencies with duties unrelated to law enforcement. Although the material disclosed must relate to foreign intelligence or counterintelligence, the Patriot Act defines those terms with considerable breadth. The Act thus deserves careful scrutiny with an The statute does not list all of the federal agencies to which disclosure would be permitted under the amended rule, but a non-exhaustive list of such agencies would likely include the Federal Bureau of instances outweigh these harms. These conclusions support the amendment of Rule 6 to allow some disclosure, but they do not support the Patriot Act's failure to include judicial supervision of the disclosures.
A. The potential for harm to the interests protected by grand jury secrecy
As noted in Part II, grand jury secrecy serves several different functions: encouraging witnesses to come forward and testify fully, preventing leaks to targets who might flee or obstruct the grand jury's investigation, and protecting reputational interests.
Will witnesses be less likely to be forthcoming if they know that a wide range of federal officials may have access to their testimony relating to foreign intelligence or counterintelligence? A traditional justification for grand jury secrecy has been that witnesses may be reluctant to come forward or testify fully out of fear of retribution from those against whom they testify. These concerns are certainly relevant to the investigation of terrorist activities. Any witnesses with knowledge of terrorist activities might reasonably fear retribution if their testimony were publicly revealed. Witnesses who provide information detrimental to other members of tight-knit immigrant communities might fear both reprisals and general hostility if their testimony were known. Similarly, some foreign nationals might be reluctant to testify freely about matters occurring in their home countries if they fear that officials from their home country would obtain their testimony through cooperation with American intelligence agencies that receive the information pursuant to the Patriot Act. The ability to guarantee secrecy to such prospective witnesses might well encourage their testimony, and broad exceptions to secrecy might deter the witnesses.
Because there are already a number of exceptions to grand jury secrecy, however, the difficult question is whether the additional exceptions provided in the Patriot Act will make a material difference in the attitudes and conduct of lay witnesses. This seems doubtful; an explanation of the current exceptions to secrecy would be quite technical, and likely beyond the understanding of most lay witnesses. For that reason, it seems likely that the incremental added impact on witnesses from the possible disclosure of their testimony to various intelligence and defense agencies will be small. However, if grand jury testimony were ultimately leaked back to persons against whom testimony had been given, to a given immigrant community, or to officials in a witness's home country, it seems likely that further cooperation by that witness, or others who learn of the disclosures, would be greatly diminished. In that respect, then, the protection of grand jury information after disclosure may be more critical than the amendment of Rule 6(e) to permit such disclosure.
Similarly, it is doubtful that the Patriot Act will have a significant effect on the second interest furthered by secrecy -the risk that targets will flee or try to influence the grand jury improperly. These harms can occur only when the targets of the investigation actually learn of the information disclosed. There is no reason to believe that the agencies now entitled to disclosure under the Patriot Act would be inclined to share the grand jury information with the targets of the grand jury's investigation. Although the danger of leaks increases with the number of agencies that receive the information, the danger can be reduced if receiving agencies take appropriate measures to keep the information confidential to the maximum extent possible. Here again, the protection of grand jury information after disclosure is critical. Although no information has been provided regarding the steps the agencies intend to take to protect the information in question, most of the agencies are likely already attuned to the interests concerned here: preventing the targets of antiterrorist investigations from learning about and thwarting the government's investigation.
The third interest served by grand jury secrecy is protecting the reputations of those investigated but not prosecuted. Although it is difficult to assess the precise danger the Patriot Act presents to this interest, there is reason to think that problems may arise. Unlike federal prosecutors, agencies not traditionally involved in the enforcement of criminal law may lack a full appreciation of the need to be sensitive to the reputational interests of those implicated by grand jury information who are ultimately found not to have engaged in wrongdoing. Moreover, this interest is less central to the agencies' own investigative missions than the other interests noted above. It should also be noted that even in the law enforcement context it is not unusual for third parties to suffer reputational harm as a result of information revealed by witnesses who are not subject to the rules of secrecy regarding their own testimony before the grand jury.
Thus the reputational interests protected by grand jury secrecy may be the most likely to suffer as a result of the increased disclosure authorized by the Patriot Act.
B.
The need for disclosure
The threat to the interests furthered by secrecy must be weighed against the need for disclosure of the information in question. If a federal prosecutor examining a witness in a grand jury learns of an imminent threat to national security, the need for disclosure of that information would clearly outweigh the need for the wrong hands, there is a strong justification for providing this information to national defense and national security officials. The national interest will, at least in some instances, clearly outweigh the potential harm that might flow from making an exception to the rule of grand jury secrecy, especially if disclosure is limited and accompanied by an effort to protect the information disclosed and to minimize any potential harm.
C. The courts' role in supervising disclosure of foreign intelligence or counterintelligence information
Assuming that Congress was justified in determining that the need for disclosure of foreign intelligence or counterintelligence information outweighs the need for secrecy in some instances, it is more difficult to see why the disclosures should be permitted without judicial approval. The House version of the Patriot Act authorized disclosure only with a court order, 53 but this provision was absent from the Senate version and was omitted from the final legislation. The tradition of judicial review of grand jury disclosures suggests two reasons to be troubled by the omission of such protections in the Patriot Act. First, judicial approval is the only mechanism available to ensure that the disclosures actually fall within the ambit of the new exception created by the Patriot Act.
In the absence of a requirement for judicial approval, only the government officials who provide or receive the information will know the substance of any disclosures. Although the Act provides for after-the-fact notice to the court that a disclosure has been made to a particular agency, 54 this is quite different from a requirement of a judicial finding that the information in question falls within the Act's definition of foreign intelligence or counterintelligence information, and that the government has demonstrated a particularized need for its disclosure. Absent judicial review of requests for disclosure, there is no way to test what material falls within the new exception to grand jury secrecy, and even the deliberate disclosure of grand jury information falling outside the exception added by the Patriot Act would seldom if ever be discovered.
Second, in the absence of a requirement for judicial approval, the government will not have to demonstrate a need for disclosure that justifies an exception to the general principle of grand jury secrecy.
The Act does not require any showing of need for the information. Requiring a court order prior to disclosure would ensure that disclosure occurs only where the information is needed, and that need 55 463 U.S. 418 (1983). 56 Id. at 432.
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outweighs any harms to the interests served by grand jury secrecy. Without prior judicial involvement, there is a risk that disclosure will become routine. If that occurs, there are more likely to be individual cases in which the interests served by secrecy are undermined, and, more generally, the sanctity of grand jury information will be eroded over time.
V. An Unintended Impact of the Patriot Act: the Potential for Expanding the Use of Grand Juries
Although there are concerns that the disclosure of grand jury materials permitted by the Patriot Act could undermine some of the interests promoted by grand jury secrecy, those concerns would not outweigh the need for the use of the information under some circumstances -particularly if, as we suggest, judicial approval were a prerequisite. The availability of disclosure, however, also raises an important issue not directly addressed by Rule 6: the unintended expansion of the scope of federal grand jury investigations.
As the Supreme Court recognized in Sells Engineering, 55 once prosecutors know that they can use the information gathered by the grand jury for a particular purpose, they may be "tempted to manipulate the grand jury's powerful investigative tools to root out additional evidence" for that purpose, or even "to start or continue a grand jury enquiry where no criminal prosecution seems likely." If Congress were to face the issue directly, it is doubtful whether it would pass a proposal explicitly authorizing federal grand juries to investigate any and all matters relevant to "foreign intelligence or counterintelligence." The Patriot Act defines these terms broadly, going far beyond terrorist activities. For example, these terms encompass "information, whether or not coming from a United States person, with respect to a foreign power or foreign territory that relates to . . . the conduct of the foreign affairs of the United States."
57 Should the grand jury -backed by the power of contempt -be able to compel witnesses to disclose information and documents regarding the diplomatic strategies of other countries? What if the issue relates solely to trade or economic concerns?
Further, to the extent that other government officials become accustomed to receiving grand jury materials more frequently, will they press prosecutors to employ the grand jury's power to ferret out other information even if it does not fall within the parameters of the Patriot Act (but is related to other information that does fall within the Act)? For example, will Immigration and Naturalization Service employees press federal prosecutors to employ the grand jury to seek information relevant to the immigration status of given Given the grand jury's unmatched investigative powers, the Supreme Court was wise to recognize the temptation that any new exception to grand jury secrecy will pose for those conducting grand jury investigations. The breadth of the terms "foreign intelligence" and "counterintelligence," and the extensive list of those who now have access to grand jury information, raise the real danger that an unplanned and unauthorized expansion will occur in the scope of the matters investigated by grand juries.
Few if any means exist to challenge such an expansion, or even to learn whether it is occurring.
The general rule of grand jury secrecy leaves the press and public with almost no available information about grand jury investigations. No reporter, interest group, or member of the public may attend the proceedings to get an overview, and even after the fact no information is made available to the public regarding the subject and scope of the grand jury's investigation, the names of those called as witnesses, 
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The potential for misuse of the grand jury is especially troubling in view of the absence of any requirement for judicial approval of foreign intelligence and counterintelligence information under the Patriot Act. As the Supreme Court has recognized, "the usual difficulty in detecting grand jury abuse" diminishes when the parties "seeking disclosure must go before a court and demonstrate a particularized need prior to the disclosure, and when, as part of that inquiry, the district court may properly consider whether the circumstances disclose any evidence of grand jury abuse."
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The potential for a back-door expansion of the grand jury's investigative jurisdiction is also problematic because it may increase the risk that the national defense and security institutions will be Foreign powers, their agents, and their armies have no constitutional rights comparable to the rights identified by the Fourth, Fifth, and Sixth Amendments. In general, therefore, federal law has precluded the military from taking part in domestic law enforcement, 63 and has drawn a sharp distinction between domestic and foreign intelligence surveillance. 64 These limitations have been intended to reduce the likelihood that the military and foreign intelligence communities will erode the rights of American citizens.
Particularly in the absence of judicial review, and in a context where the process operates in secret, arming these communities with the powers of the grand jury is highly problematic.
VI. Conclusion
The new exceptions to grand jury secrecy authorized by the Patriot Act are part of an effort to coordinate our law enforcement, defense, and national security efforts. The terrorist attacks of September The blurring of the line between crime and war can be expected to result in a blurring of the line between law enforcement and national defense. Combating the newly emerging face of terrorism will require increased coordination between police officers, intelligence agents, and The armed forces. Given our historical aversion to the involvement of foreign intelligence and the military in domestic affairs, however, we must carefully evaluate the organization of this newly combined law enforcement/national defense force.
One of the critical meeting points in the organization of this new combined force is the federal grand jury.
A good case can be made for an exception permitting the disclosure of some grand jury materials regarding foreign intelligence and counterintelligence to federal agencies responsible for matters such as national security, immigration, and military defense, even though creating another exception to the principle of grand jury secrecy may bring about some harm. Steps are needed, however, to minimize harm to the interests served by secrecy. First, disclosures should be limited to those authorized by Rule 6, and to instances where a need for the material outweighs the need for secrecy. The traditional means for ensuring that disclosures meet these standards is the requirement of prior judicial approval, and Rule 6 should be amended to extend the requirement of judicial approval to the disclosures authorized by the Patriot Act.
Second, the receiving agencies should develop procedures to ensure that grand jury information is kept confidential to the greatest extent possible, and to sensitize those dealing with grand jury material to the need for preserving secrecy.
Equally important, there is a significant danger that the rule permitting disclosure will be treated as the de facto authorization of an expansion of the grand jury's investigative role to encompass seeking material relevant only to matters of national security, national defense, immigration, and so forth. The grand the case of preserving secrecy, the requirement of judicial approval for the release of foreign intelligence and counterintelligence information is the key. Since the grand jury operates in secret, there are no public checks on the scope of its investigations, and witnesses are not permitted to challenge its jurisdiction. Only the supervising court is in a position to keep the grand jury's investigation within proper bounds. Requiring judicial approval of foreign intelligence and counterintelligence information disclosures would provide a natural check against the temptation to manipulate the grand jury to develop information for unauthorized purposes.
To preserve the traditional values of grand jury secrecy -which serve important law enforcement values -and to keep grand juries within lawful bounds, an amendment to Rule 6 requiring judicial approval would be an important complement to the exceptions to grand jury secrecy authorized by the Patriot Act.
